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1. Introduction 
Samsung Whiteboard DMS is an On-Premise software solution designed for the 
remote management of Android IFP devices. The DMS solution provides features 
such as status monitoring, device grouping, remote commands, app management 
etc. 

 

a. Server Installation 
Prerequisites: 

 Install PostgreSQL database version 12. 
 Keep record of PostgreSQL admin password. 

 

PostgreSQL Installation: 

Download PostgreSQL (postgresql-12.16-1-windows-x64) from following web link: 

https://www.enterprisedb.com/downloads/postgres-postgresql-downloads 
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Use the downloaded file to start the installation process. 

 

Choose the drive and location for PostgreSQL installation. 
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Continue with the default installation options. 

   

Specify the directory where the database data will be stored. 
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Enter a password for PostgreSQL. This password will be used during the DMS 
server installation. 

 

Continue with the default settings for the remaining steps. 
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Review the pre-installation summary, which includes directory information. Make 
changes if necessary by going back to previous steps. 

 

 



 

 

SAMSUNG General 

Start the installation process. 

  

Uncheck the Stack Builder option and complete the installation. 
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In Windows Explorer, search for pgAdmin and launch it. 

 

Enter the PostgreSQL password to verify PostgreSQL DB. 
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After PostgreSQL installation, please follow following steps – 

i. Save Samsung Whiteboard DMS installation package exe (Ex: 
Samsung_Whiteboard_DMS_23.1000.24.exe) on local PC. 

ii. Double-click the exe file to start the installation and click "Next". 
 

 
 

iii. Accept the license agreement to proceed. 
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iv. Select "Express Install" (default selection) and click "Next". 
 

 
 

v. Enter the PostgreSQL admin password. 
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vi. Provide the admin password (Example: Admin@123). 
 

 
 

vii. Select the installation path. 
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viii. Click "Next" to continue with the installation process. 
 

 
 

ix. Click "Finish" once the installation is complete. 
 

 
 

x. Open browser and enter the URL – https://localhost:7010/aidms 
xi. Use the following credentials to proceed with the first-time login. 

User ID: admin 

Password: Password set in step vi above. 
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b. Server Login 
The server login page can be accessed via the following URL: 
https://<IP>:7010/aidms 

Enter the required login credentials to proceed with the login process. 

 
If Multi-Factor Authentication (MFA) is enabled in the server settings, new users 
need to register for MFA and use the PIN received on their mobile device to 
proceed with the login process. 
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c. Device Enrollment 
Install Samsung Whiteboard DMS App using USB on Android IFP device. Launch 
the app and select "Enroll" to initiate the enrollment process. 

 

 

 Input server url: https://<Server IP>:7010 
 Input device name. 
 Input Tags (Optional). 
 Accept the Terms and Conditions and Privacy Policy. 
 Enroll 

 

 
 

 

 



 

 

SAMSUNG General 

Depending on server settings (Device auto approval enabled or disabled), device 
will be enrolled. 

When Auto approval is enabled, device will be enrolled directly. 

 

 

When auto approval is disabled, device will appear in an "Unapproved" state on 
the DMS server. Manual approval by a user is required to complete the 
enrollment. 
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View device in unapproved navigation menu. 

 
 

After approval, device will show in “Enrolled” state. 

 
Device enrollment can be changed using Modify button. 

Modification is secured by PIN (Default – 792367)  
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2. Dashboard 
The Dashboard provides a comprehensive overview of device(s) statistics, 
displaying the following key attributes. 

a. Enrolled devices on server 
b. Active devices (Connected to server) 
c. Registered users on server 
d. Monthly device enrollment trend 
e. Most used apps 
f. Recently installed apps 
g. Device(s) Firmware status based on device types. 
h. Errors & Warnings:  

i. Screen ON time beyond limit (Threshold > 8 hours) 
ii. Unauthorized access (5 unsuccessful attempts of device lock PIN input) 

iii. High storage/RAM usage (Storage and RAM usage > 80%) 

               

The Dashboard allows users to interact with the data wherein device count is 
provided. 

Dashboard view is different as per User role – Admin, Sub-admin, Device-Manager 
& Device-Operator.  
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3. Device 
a. All 
i. List View 

In the List View, users can view device details categorized into three categories: 
Information, Setup, and Network. 

 

Type Details 
Information Device Name, Ethernet MAC, IP Address, Model 

Name, Serial Number, Operating System, OS 
Version, Client Version 

Setup Device Name, Screen Preview, Input Source, Group 
Name, Device Tags 

Network Device Name, Ethernet MAC, Wi-Fi MAC, Wi-Fi 
Name 

 

 

 

  



 

 

SAMSUNG General 

ii. Grid View 

Devices can be viewed in Grid display format allowing user to view screen preview 
and information of devices including tags. 
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iii. Details 

Individual devices details view comprising of Device info, enlarged Screen 
Preview, Apps Status with provision to manage (Enable, Disable & Uninstall) apps 
installed on individual device along with Device Usage details. 

 

Screen 
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App
 

 

   

Data
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Following actions can be performed –  

Device Name Change Change device name using edit icon. 
Device Unenroll Deregister device(s) from existing server. 
Quick Control Assign Tag – Assign new/existing tags on selected 

device(s). 
 
Remove Tag – Delete specific tag(s) from selected 
device(s). 
 
URL Permissions – Allow or Block specific set of URLs on 
device browser. 
 
Wi-Fi Permissions – Set allowed Wi-Fi list on the device(s). 

Filters Filter device list based on following categorizations – 
Connection Status, Tags, Input Source, Screen Preview, 
Device Type, and Device Size. 

List View View device(s) and respective information in list view 
format. 

Grid View View device(s) and respective information in grid view 
format. 

Commands Power ON – Remotely power on device(s) using Wake on 
LAN. 
  
Power OFF – Remotely power off device(s). 
 
Reboot – Remotely reboot device(s). 
 
Input – Change input source (Android, HDMI, Type C and 
VGA) of the device(s). 
 
Settings – Device Lock/Unlock, Settings Lock/Unlock. 
 
Clear Cache – Clear all apps cache in the device(s). 

Export Export device information details. 
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b. Group 
The Group feature enables users to logically organize devices into groups, and 
perform common actions on all or selective devices within Group(s). Devices are 
initially classified under the system-generated "Default" group, which always 
exists. Users can create custom groups and assign devices to these groups as 
needed. 

 

Add Group
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Edit Group 

 

 

Move Group 
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Commands 

Execution Schedule – NOW 

 

 

Execution Schedule – LATER 
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Execution Schedule – REPEAT 
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Following actions can be performed by user in Group(s) 
 

Add Group Allows user to create new group and also allocate devices to 
the newly created user defined group. 
 
Within Group, Sub-Groups can be created with parent child 
relationship. 

Move Group Allows user to move child group(s) or device(s) under one 
parent group to another parent group. 

Delete Group Allows user to delete selected group(s). Devices of the groups’ 
deleted will automatically move to next parent of child group. 
 
If Parent Group at level 1 is deleted, all the devices in the 
parent group will be moved to Default Group. 

Edit Group Allows user to make changes in allocated devices within group. 
Send 
Command 

Allows user to send commands to all the device(s) within the 
selected group(s). 

Command 
Scheduling  

Now – Allows user to send the commands to execute 
immediately on the device(s). 
 
Later- Allows user to send the commands to execute at 
specific time on the device(s). 
 
Repeat – Allows user to send the commands to execute as per 
schedule on the device(s). 
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c. Update 
The Update feature allows users to keep the Samsung Whiteboard DMS Client 
App and IFP device firmware up to date. 

 

To update the Samsung Whiteboard DMS Client App, follow these steps: 

1. Browse and upload latest app version from local machine based on device 
types. 

2. Start update. 
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To upgrade the IFP device firmware, follow these steps: 

1. Browse and upload latest firmware version from local machine based on 
device types. 

Note: In firmware upload file, there should not be zip file within main zip file. 

 
2. Install firmware. 

Note: Firmware upgrade takes ~15mins and may involve device reboot(s). 
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d. Message/Alert 
The Message/Alert feature enables users to create, save, and send messages and 
alerts to device(s). 

 

Message 

 
 

Users can create and send messages to devices to display at 3 positions (top, 
middle & bottom). 

Message text color and background color are selectable through color palate. 

Instant messages are sent with expiration schedule. Messages can be closed on 
device side. 
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Alert 

Users can send emergency alerts with predefined templates of Fire and 
Earthquake. Alerts has provision to render text along with image. Alerts are non-
cancellable from device. Alerts can be recalled from server. Alerts have expiration 
schedule. 

 

 
 
The History tab maintains a log of all alerts sent, which can be viewed for up to 90 
days for audit purpose. 
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e. Command Schedule 
The Command Schedule feature allows users to view and delete scheduled 
commands for devices under LATER and REPEAT case. 

 

LATER 
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REPEAT 
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4. Apps 
a. App Installation
 

The App Installation feature allows users to install third-party applications on 
selected devices by uploading APK files. 
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APK can be downloaded from 3rd party websites. Example is shared below -  

1. Get the URL of the desired app. The URL will be in format: 
https://play.google.com/store/apps/details?id={appPackageName} 
 

2. Search for any third party APK downloader in browser. Open any browser, and paste the above 
URL in the search bar and search. As shown in Fig 1. 

 

Figure 1. Using apk-dl.com for APK downloading. 
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3. After searching, if APK found, a download APK button will appear as shown in Fig 2. 
 

 
 

Figure 2. Download APK 
 

4. Download the APK file to the desired location. 
5. Browse and upload the downloaded APK file to the DMS server. 
6. Select the target devices(s) and initiate the app installation process. 

 

 

 

Click on DOWNLOAD APK F ILE 
button. 
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b. App Management 
 

 
 

 
i. Enable App 

Allows user to enable app that is currently in disabled state on selected device(s). 

ii. Disable App 
Allows user to disable app that is currently in enabled state on selected device(s). 
 

iii. Uninstall App 
Allows user to uninstall app on selected device(s). 
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5. User Management 
The User Management feature enables Admin and Sub-Admin users to manage all 
users of the DMS server with different roles and responsibilities. The system 
supports different types of users, each with specific access levels and permissions. 

Ability Role Admin Sub-
Admin 

Device-
Manager 

Device-
Operator 

Users 

Add User Y Y* N N 

Edit User Y Y* N N 

Delete User Y Y* N N 

Device Permission Y Y N N 

Change Role Y Y** N N 

Reset User Password Y N N N 

Dashboa
rd 

Enrolled Devices Y Y Y Y 

Active Devices Y Y Y Y 

Registered Users Y Y N N 

Trend of Device Enrollment Y Y Y Y 

Most Used Apps Y Y Y N 

Recently Installed Apps Y Y Y N 

Errors / Warnings Devices Y Y Y Y 

Device Firmware Y Y Y Y 

Device 

Unenroll Y Y N N 

Device Rename Y Y Y N 

Device Approve Y Y N N 

Commands Y Y Y Y 

Commands Schedule View/Recall Y Y N N 

Group View Groups Y Y Y*** Y*** 
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Add Group Y Y N N 

Move Group Y Y N N 

Delete Group Y Y N N 

Update 
Client Update Y Y Y Y 

Firmware Update Y Y Y Y 

Message
/Alert 

Message Y Y N N 

Alert Y Y N N 

History Y Y N N 

Apps 

App Installation Y Y Y N 

App Management - 
Enable/Disable/Uninstall 

Y Y Y N 

Stats Event Logs Y Y N N 

Settings 

My Information Y Y Y Y 

Device Auto Approval Y Y N N 

Number of Sign-In Failures Y Y N N 

Sign-In Block Duration Y Y N N 

Password Policies Y Y N N 

SMTP Server Y Y N N 

 

Admin role cannot be assigned from UI. It is created when Server is installed and only for Server Super Admin.  
*Sub-Admin cannot add/edit/delete user with Sub-Admin Role.  
**Sub-Admin cannot change role for users with Sub-Admin Role or assign any user Sub-Admin Role. 
***Can view assigned groups only. 
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Following actions can be performed in User Management. 

a. Add User 

 
 

Upon user addition, an email notification can be sent to the user for registration 
confirmation. This feature requires an SMTP server to be configured. 

Welcome to Samsung DMS 
 
Dear sub-Admin Name, 
 
User admin, added you to use Samsung DMS to manage devices. 
 
Login Id: 'sub-Admin' 
Password: 'Aidms@2024' 
Samsung DMS server URL: 
'http://107.109.203.195:7010/aidms/login' 
 
Sincerely,  
Samsung DMS Team 
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b. Edit User 

 

 

c. Delete User 
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d. Assign device permissions to the User 
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6. Stats 
The Stats feature allows users to view reports (Event Log) on actions performed 
on the DMS server and device(s) through DMS server. The system supports to 
provision 90 days of data in the report. User can apply filter and custom time 
period to view Event log. 

There is provision to export Event log in excel format. 
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7. Settings 
The Settings section allows users to manage personal information and configure 
server settings. 

a. My Information 
Allows User to edit following information: 

 User Name 
 E-mail ID 
 Contact number 
 Password 
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b. Server Settings 
Admin can manage following DMS server settings. 

Type Details 
General Device auto approval:  

When enabled device is automatically enrolled on DMS server. When 
disabled, approval is required to enroll the device. In disabled state 
requested device approval can be viewed in Menu under Unapproved 
list. 
 
Number of Sign-In Failure:  
Security feature that restricts Sign-in attempts in case of wrong 
password is used. 
 
Sign-In block duration:  
Security feature that blocks next Sign-In cycle for specific period of 
time after account is blocked due to unsuccessful sign-in attempts. 

Password 
Policies 

Password Expiration Period:  
Security feature that sets defined timeline for password change. 
 
Password check after login:  
Security feature that ensures password is changed after 1st time 
login. 
 
Default Password:  
Facilitates Admin to use common password while creating new 
User(s) or resetting existing User(s) password. 

SMTP 
Server 

Allows Admin to configure mailing server with DMS server so that 
mail communication with respective Users in SMTP server domain 
could be managed. 
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8. Licenses 

To send inquiries and requests for questions regarding open sources, contact 
Samsung Open Source (http://opensource.samsung.com) 
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This product uses some software programs which are distributed under the 
Apache 2.0. 

Apache 2.0 software: Flyway, Little Proxy, Little Proxy - Man-In-The-Middle 

 

Apache License, Version 2.0 

Foundation Projects People Get Involved Download Support Apache Home ¡í 
Licenses 

Apache License Version 2.0, January 2004 

http://www.apache.org/licenses/  

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION 

1. Definitions. 

"License" shall mean the terms and conditions for use, reproduction, and 
distribution as defined by Sections 1 through 9 of this document. 

"Licensor" shall mean the copyright owner or entity authorized by the 
copyright owner that is granting the License. 

"Legal Entity" shall mean the union of the acting entity and all other entities 
that control, are controlled by, or are under common control with that entity. 
For the purposes of this definition, "control" means (i) the power, direct or 
indirect, to cause the direction or management of such entity, whether by 
contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the 
outstanding shares, or (iii) beneficial ownership of such entity. 

"You" (or "Your") shall mean an individual or Legal Entity exercising 
permissions granted by this License. 

"Source" form shall mean the preferred form for making modifications, 
including but not limited to software source code, documentation source, and 
configuration files. 
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"Object" form shall mean any form resulting from mechanical transformation 
or translation of a Source form, including but not limited to compiled object 
code, generated documentation, and conversions to other media types. 

"Work" shall mean the work of authorship, whether in Source or Object form, 
made available under the License, as indicated by a copyright notice that is 
included in or attached to the work (an example is provided in the Appendix 
below). 

"Derivative Works" shall mean any work, whether in Source or Object form, 
that is based on (or derived from) the Work and for which the editorial 
revisions, annotations, elaborations, or other modifications represent, as a 
whole, an original work of authorship. For the purposes of this License, 
Derivative Works shall not include works that remain separable from, or 
merely link (or bind by name) to the interfaces of, the Work and Derivative 
Works thereof. 

"Contribution" shall mean any work of authorship, including the original 
version of the Work and any modifications or additions to that Work or 
Derivative Works thereof, that is intentionally submitted to Licensor for 
inclusion in the Work by the copyright owner or by an individual or Legal Entity 
authorized to submit on behalf of the copyright owner. For the purposes of 
this definition, "submitted" means any form of electronic, verbal, or written 
communication sent to the Licensor or its representatives, including but not 
limited to communication on electronic mailing lists, source code control 
systems, and issue tracking systems that are managed by, or on behalf of, the 
Licensor for the purpose of discussing and improving the Work, but excluding 
communication that is conspicuously marked or otherwise designated in 
writing by the copyright owner as "Not a Contribution." 

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf 
of whom a Contribution has been received by Licensor and subsequently 
incorporated within the Work. 

2. Grant of Copyright License. Subject to the terms and conditions of this 
License, each Contributor hereby grants to You a perpetual, worldwide, non-
exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce, 
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prepare Derivative Works of, publicly display, publicly perform, sublicense, and 
distribute the Work and such Derivative Works in Source or Object form. 

3. Grant of Patent License. Subject to the terms and conditions of this License, 
each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, 
no-charge, royalty-free, irrevocable (except as stated in this section) patent 
license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims 
licensable by such Contributor that are necessarily infringed by their 
Contribution(s) alone or by combination of their Contribution(s) with the Work 
to which such Contribution(s) was submitted. If You institute patent litigation 
against any entity (including a cross-claim or counterclaim in a lawsuit) alleging 
that the Work or a Contribution incorporated within the Work constitutes 
direct or contributory patent infringement, then any patent licenses granted to 
You under this License for that Work shall terminate as of the date such 
litigation is filed. 

4. Redistribution. You may reproduce and distribute copies of the Work or 
Derivative Works thereof in any medium, with or without modifications, and in 
Source or Object form, provided that You meet the following conditions: 

You must give any other recipients of the Work or Derivative Works a copy of 
this License; and 

You must cause any modified files to carry prominent notices stating that You 
changed the files; and 

You must retain, in the Source form of any Derivative Works that You 
distribute, all copyright, patent, trademark, and attribution notices from the 
Source form of the Work, excluding those notices that do not pertain to any 
part of the Derivative Works; and 

If the Work includes a "NOTICE" text file as part of its distribution, then any 
Derivative Works that You distribute must include a readable copy of the 
attribution notices contained within such NOTICE file, excluding those notices 
that do not pertain to any part of the Derivative Works, in at least one of the 
following places: within a NOTICE text file distributed as part of the Derivative 
Works; within the Source form or documentation, if provided along with the 
Derivative Works; or, within a display generated by the Derivative Works, if 
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and wherever such third-party notices normally appear. The contents of the 
NOTICE file are for informational purposes only and do not modify the License. 
You may add Your own attribution notices within Derivative Works that You 
distribute, alongside or as an addendum to the NOTICE text from the Work, 
provided that such additional attribution notices cannot be construed as 
modifying the License. You may add Your own copyright statement to Your 
modifications and may provide additional or different license terms and 
conditions for use, reproduction, or distribution of Your modifications, or for 
any such Derivative Works as a whole, provided Your use, reproduction, and 
distribution of the Work otherwise complies with the conditions stated in this 
License. 

5. Submission of Contributions. Unless You explicitly state otherwise, any 
Contribution intentionally submitted for inclusion in the Work by You to the 
Licensor shall be under the terms and conditions of this License, without any 
additional terms or conditions. Notwithstanding the above, nothing herein 
shall supersede or modify the terms of any separate license agreement you 
may have executed with Licensor regarding such Contributions. 

6. Trademarks. This License does not grant permission to use the trade names, 
trademarks, service marks, or product names of the Licensor, except as 
required for reasonable and customary use in describing the origin of the Work 
and reproducing the content of the NOTICE file. 

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in 
writing, Licensor provides the Work (and each Contributor provides its 
Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS 
OF ANY KIND, either express or implied, including, without limitation, any 
warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or 
FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for 
determining the appropriateness of using or redistributing the Work and 
assume any risks associated with Your exercise of permissions under this 
License. 

 

8. Limitation of Liability. In no event and under no legal theory, whether in tort 
(including negligence), contract, or otherwise, unless required by applicable 
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law (such as deliberate and grossly negligent acts) or agreed to in writing, shall 
any Contributor be liable to You for damages, including any direct, indirect, 
special, incidental, or consequential damages of any character arising as a 
result of this License or out of the use or inability to use the Work (including 
but not limited to damages for loss of goodwill, work stoppage, computer 
failure or malfunction, or any and all other commercial damages or losses), 
even if such Contributor has been advised of the possibility of such damages. 

9. Accepting Warranty or Additional Liability. While redistributing the Work or 
Derivative Works thereof, You may choose to offer, and charge a fee for, 
acceptance of support, warranty, indemnity, or other liability obligations 
and/or rights consistent with this License. However, in accepting such 
obligations, You may act only on Your own behalf and on Your sole 
responsibility, not on behalf of any other Contributor, and only if You agree to 
indemnify, defend, and hold each Contributor harmless for any liability 
incurred by, or claims asserted against, such Contributor by reason of your 
accepting any such warranty or additional liability. 

END OF TERMS AND CONDITIONS 

APPENDIX: How to apply the Apache License to your work 

To apply the Apache License to your work, attach the following boilerplate 
notice, with the fields enclosed by brackets "[]" replaced with your own 
identifying information. (Don't include the brackets!) The text should be 
enclosed in the appropriate comment syntax for the file format. We also 
recommend that a file or class name and description of purpose be included 
on the same "printed page" as the copyright notice for easier identification 
within third-party archives. 

   Copyright [yyyy] [name of copyright owner] 

   Licensed under the Apache License, Version 2.0 (the "License"); 

   you may not use this file except in compliance with the License. 

   You may obtain a copy of the License at 

  http://www.apache.org/licenses/LICENSE-2.0 

   Unless required by applicable law or agreed to in writing, software 
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   distributed under the License is distributed on an "AS IS" BASIS, 
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or 
implied. 
   See the License for the specific language governing permissions and 
   limitations under the License. 
 


